
1) What is the 3D Secure Service offered by Ahli United Bank (UK) PLC (AUBUK)? 
This is a service offered by AUBUK to its Cardholders through Visa, internationally known as 
“Verified by Visa”. 
 
This service adds protection against unauthorised Card use when shopping at participating online 
merchants. The 3D Secure Service lets Cardholders use a personal password with their AUBUK 
Debit Card, giving an added assurance that no one else can use their Card to make purchases 
over the internet. Using the 3D Secure Service is as easy as using a PIN at an ATM. 
 
2) How do I register for this service? 
AUBUK Debit Cardholders can register by two methods 

1. Standard Registration Process: Activation of the Card before shopping online by visiting the 
3D Secure page on the UK section of the Ahli United Bank Group website 
www.ahliunited.com. This is also known as Manual Activation. 

2. Activation During Shopping: The Cardholder is prompted to register while shopping online. 
An unregistered Debit Card holder can bypass activation online once. However, on the 
next attempt to use the card it will be mandatory to register in order to complete the 
transaction. If you register using this method you will need to visit our website 
www.ahliunited.com to set-up your Personal Message after you have completed the 
registration process. See Question 16 below. 
 

Please visit the website for more details on the registration process. 
 
3) How many Cards can I register? 
AUBUK encourages its customers to register all AUBUK Visa Debit Cards issued on their account. 
There is no limit on how many Cards can be registered. 
 
4) How can I use 3D Secure Service? 
While shopping online at a participating online merchant the Cardholder selects the goods and 
services to be purchased and proceeds to the payment page. 

• When  the Cardholder enters the AUBUK Card number, the online merchant will connect 
with AUBUK 

• AUBUK initiates a Verified by Visa pop-up window on the Cardholder’s computer screen 
that includes their Personal Message. When registering using the Activation During 
Shopping method you need to visit the UK section of our website www.ahliunited.com to 
set-up your Personal Message after you have completed the registration process and your 
transaction is complete. See Question 16 below. 

• The Cardholder must confirm the Personal Message prior to entering the 3D Secure 
Password. On inputting the correct Password AUBUK will then confirm the Cardholder’s 
identity to the merchant and the transaction will be completed. 

 
5) How does my 3D Secure Password protect me? 
When the Cardholder correctly enters the Password during a purchase at a participating online 
merchant, the Cardholder’s identity is confirmed and the purchase is then authorised and 
completed. 
 
If an incorrect Password is entered the transaction will not be completed. The maximum number 
of attempts permitted to enter the correct Password is 3. This protects the Cardholder from 
unauthorised Card transactions. Even if someone knows the card number the transaction cannot 
be completed without the Cardholder’s Password. 
 



6) What happens when I input the wrong password the maximum number of times? 
If the Cardholder exceeds the maximum number of attempts, the card will be blocked for the 3D 
Secure Service. To unblock your card please call us on +44 (0)20 7487 6679. 
 
7) How can I prevent my Card from being blocked for the 3D Secure Service? 
If you have entered your Password one or two times incorrectly and you are not sure if you know 
it, choose the “Forgot Password” link (see Questions 12 and 13 below). This will enable you re-set 
your password before it becomes blocked and prevent you having to call us to unblock your Card 
 
8) Will the merchant be able to get my Password? 
The Password will never be revealed to the online merchant as all the authentication is done by 
AUBUK. Only an authorisation message will be sent back to the merchant. 
 
9) How do I know whether a merchant participates for 3D Secure transactions? 
Most participating merchants will display the Verified by Visa logo on their site. However, if the 
logo is not present and the merchant is a participant the Verified by Visa screen will still be 
presented and the Cardholder will be prompted to provide their Password 
 
10) How will the online merchant know that AUBUK Cardholders need to use a 
Password to complete the transactions? 
On implementation of 3D Secure, AUBUK will permit online transactions only with the Password 
being authenticated and only those Cardholders registered for the 3D Secure Service will be able 
to transact. Merchants will automatically recognize AUBUK’s Card number and will prompt for 
the Password to be provided. 
 
11) Will I still be able to transact on-line with a merchant who does not participate in 
Verified by Visa once I have registered for the Service? 
Yes, Cardholders will still be able to transact with merchants who do not participate in Verified by 
Visa. If the merchant does not participate the Cardholder will not be requested to enter the 
password and the transaction will proceed normally. 
 
12) What happens if I forget my password during shopping? 
If the Cardholder forgets the Password when shopping online, the Cardholder is required to click 
on the “Forgot Password” link and will then be prompted to answer the security questions.  After 
answering correctly, the purchase will be completed. 
 
13) What if I forget my password before shopping? 
The Card holder should visit the 3D Secure page on the UK section of the Ahli United Bank Group 
website www.ahliunited.com and click on the “Forgot Your Password” link and follow the 
instructions. 
 
14) Can I change my Password? 
Cardholders can change their Password at any time by going to 3D Secure Page on the UK section 
of the Ahli United Bank Group website www.ahliunited.com. 
 
 
15) What is a Personal Message? 
A Personal Message is a short message up to 30 characters that the Cardholder creates. It 
indicates that the Cardholder is on the secure AUBUK site. The Cardholder must always look for 
the Personal Message on the screen prior to entering the 3D Secure Password. If the Personal 



Message displayed on the screen is incorrect, the Cardholder should not enter the 3D Secure 
Password. Instead the Cardholder must contact us on +44 (0)20 7487 6679 to report a possible 
fraud attempt. 
 
16) How do I set-up my Personal Message? 
When registering using the Standard Registration Process on our website you will be prompted to 
set-up your Personal Message as part of the registration process. 
 
When registering using the Activation During Shopping method you need to visit the UK section 
of our website www.ahliunited.com to set-up your Personal Message after you have completed 
the registration process and your transaction is complete. After selecting the 3D Secure link from 
the homepage follow the steps below: 

i. Select the Manual Activation link 
ii. Select the Self Service Option 
iii. Log-in using the Username and Password you set-up during registration 
iv. Select the Edit Profile Information  
v. Enter your chosen message in the Personal Message Box 
vi. Save your changes 
vii. Log-out  

 
17) What is One Time Password (OTP)? 
During the registration process you will see a message telling you that you have been sent a one 
time password. This is a temporary password that is automatically generated as part of the 
process and sent to the mobile phone number that we have recorded for the Cardholder in our 
records. It is a further safeguard against fraud in the unlikely event that all the data items required 
for registration have been compromised. It is normally sent within one minute and is valid for 
approximately 15 minutes. If the Cardholder does not complete the registration process within 
the stipulated time the registration process will need to be started again. Cardholders are 
therefore requested to ensure that they have responded to our requests for mobile phone 
numbers and to advise us in case of any change. 
 
18) What do I do if my mobile number has changed and has been not updated in the 
bank’s records? 
Cardholders can update their mobile number through AUBUK’s Internet Banking Service, by 
writing to us or by contacting their Relationship Manager. If you are not a registered user of the 
Internet Banking service, please register as soon as possible. All changes to your mobile number 
will be processed within one UK working day. If you contact your UK Relationship Manager 
during UK working hours your mobile number will usually be updated immediately. 
 
19) Do I re-register for 3D Secure Services when I receive a renewed card? 
Yes, AUBUK Card numbers change each time a card is renewed or replaced. This means 
reregistration is necessary.  


